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Abstract: Data race is a major factor which causes multi-core programs to produce concurrent bugs. To address the high
hardware cost in happens-before detection proposals, a light-weight hardware data race detection approach based on slid-
ing window technology was proposed. It used sliding windows to save recent memory instructions in thread execution
and dynamically detected data races with small race distance which more easily lead to concurrent bugs. Considering the
race distance, parallel thread segments were subdivided into concurrent race regions with lock and concurrent race re-
gions without lock. A pair of alternate rewritable sliding windows was used to store the memory instructions in concur-
rent race region without lock, and a sliding window with variable size was used to store the memory instructions in con-
current race region with lock. When there was a conflict between a remote sharing access and memory accesses in sliding
windows, a data race was detected. In the hardware implementation, the addresses of the data in sliding windows were
automatically encoded into three hardware signatures with small size. Data races can be detected quickly without modi-
fying the L1 cache and cache coherence protocol messages. This approach supplies efficient guidance to help users to di-
agnose concurrency bugs occurred in the development and production run of multi-core programs, achieving smaller
hardware and bandwidth overhead.
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define(LOCK, *{
lock($1);

1)
define(LOCK, *{
Lock_on;
lock($1);
Filter off;

1)
define(UNLOCK, " {
lock($1);

1)
define(UNLOCK, " {
Lock_off;
lock($1);
Filter_off;

1)
define(BARRIER, *{
barrier(($1),($2));
3]
define(BARRIER, " {
Lock_off;
barrier(($1),($2));
Filter_off;

3]

AR SR IR T3 Bl B R Bt s ARl Sk
BT REAFIA QR o EVEAE T A A BL 8
NI

On commit of an instruction {

Ji b

lock

RaceSW

Ji R 5L

unlock

RaceSW

5 b Kt

barrier

RaceSW

if (instr is Filter_on)
Filter=true;
else if (instr is Filter off)
Filter=false;
}
if(instr is a memory instruction){
1C++;
If((Lock==false)&&(Filter==false))
{//concurrent race section without lock
if(Order==false){//window 0 is before
window 1
if(Full0==false){
if(instr is a store)
WFO.insert (instr.mem.address);
else
RFO.insert(instr.mem.address);
telse if((Full0=true)&&(Fulll= false)) {
if(instr is a store)
WF l.insert(instr.mem.address);
else

RF1.insert(instr.mem.address);
telse if((Full0==true)&&(Full1== true)){

RFO.clear();

WFO.clear();

Order=true;

if(instr is a store)
WFO0.insert(instr.mem.address);

else
RFO0.insert(instr.mem.address);

}
telse{//window 1 is before window 0
if(Fullo==false){

if(instr is a store)
WFO0.insert(instr.mem.address);

else
RFO0.insert(instr.mem.address);

telse if(Full0==true) {

RF1.clear();

WF1 .clear();

Order=false;

if(instr is a store)
WF1.insert(instr.mem.address);

else
RF1.insert(instr.mem.address);

H
telseif((Lock==true)&&(Filter==false))

{//Concurrent race section with lock
if(instr is a store)
WEF2.insert(instr.mem.address);
else
RF2.insert(instr.mem.address);
telse{
RFO.clear();
WEFO.clear();
RF1.clear();
WF1 .clear();
RF2.clear();
WE2.clear():

}
On sending an ack for block b from proc j {
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if(WFO0.find(b.address)||[WF1.find(b.address)||
(RFO.find(b.address)

&&(request=—GETX))||(RF1.find(b.address) &&

(request==GETX))
Racelog.append(b.address);

}
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